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Ó ñòàòò³ äîñë³äæåí³ àêòóàëüí³ ïèòàííÿ ê³áåðíåòè÷íî¿ áåçïåêè ÿê çàãðîçè
ó ãëîáàëüíîìó ê³áåðïðîñòîð³. Àêöåíòîâàíî, ùî òåõí³÷íèé ïðîãðåñ ïðèçâ³â äî
âèíèêíåííÿ íèçêè àáñîëþòíî íîâèõ íåâðåãóëüîâàíèõ ïðàâîì ñóñï³ëüíèõ â³äíîñèí.
Ïðîàíàë³çîâàíî ³íôîðìàö³þ ùîäî íîâèõ àòàê ó ê³áåðíåòè÷í³é ñôåð³ òà âèçíà÷åíî
ãîëîâí³ òåíäåíö³¿ ðîçâèòêó ê³áåðíåòè÷íèõ çàãðîç. Çàóâàæåíî, ùî çà îñòàíí³ ðîêè
çá³ëüøèëèñü ê³áåðíåòè÷í³ àòàêè, ìåòîþ ÿêèõ º çëàì ïðîâ³äíèõ ñèñòåì çàõèñòó
³ ñòâîðåííÿ çàãðîçè íàö³îíàëüí³é ³íôðàñòðóêòóð³. Ï³äñóìîâàíî, ùî ê³áåðçëî÷èíè
õàðàêòåðèçóþòüñÿ âèñîêîþ ëàòåíòí³ñòþ; ñêëàäí³ñòþ âèÿâëåííÿ, ðîçñë³äóâàííÿ
òà äîêàçóâàííÿ, ìàþòü òðàíñíàö³îíàëüíó ñêëàäîâó òà íàíîñÿòü âåëèê³ çáèòêè.

Êëþ÷îâ³ ñëîâà: ê³áåðïðîñò³ð, ê³áåðçëî÷èíè, çàãðîçè, áåçïåêà, ãëîáàë³çàö³ÿ,
ê³áåðíåòè÷í³ çàãðîçè, ³íôîðìàö³éíèé ïðîñò³ð.

Ïðîâ³äíå ì³ñöå ó ñôåð³ çàáåçïå÷åííÿ äåðæàâíî¿ áåçïåêè çàéìàþòü ïèòàííÿ
¿¿ ³íôîðìàö³éíî¿ ñêëàäîâî¿. Òîìó çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè â êðà¿í³ º
âêðàé àêòóàëüíèì òà îá’ºêòèâíî âàæëèâèì, îñîáëèâî ùîäî  ðîçóì³ííÿ ðåàë³çàö³¿
äåðæàâíî¿ ïîë³òèêè, ñïðÿìîâàíî¿ íà ïðîòèä³þ ê³áåðíåòè÷íèì çàãðîçàì.

Ìåòîþ ö³º¿ ñòàòò³ º äîñë³äæåííÿ ïðîáëåìàòèêè ³íôîðìàö³éíî¿ áåçïåêè ç
àêöåíòîì íà âèçíà÷åíí³ òåíäåíö³é ïîøèðåííÿ ê³áåðíåòè÷íèõ çàãðîç.

Ïèòàííÿ, ïîâ’ÿçàí³ ç ³íôîðìàö³éíîþ áåçïåêîþ, à òàêîæ ïðîòèä³ºþ
ê³áåðíåòè÷íèì çàãðîçàì íàáóëè âåëèêî¿ àêòóàëüíîñò³ òà ïåðåáóâàþòü ó öåíòð³
ñóñï³ëüíî¿ óâàãè. Âîäíî÷àñ âàãîìèé íàóêîâèé âíåñîê ó çàçíà÷åí³é ñôåð³ çðîáèëè
â³äîì³ â÷åí³: Î.À. Áàðàíîâ, Â.Ì. Ñåìåíîâ, Î.Î. Ãèðê³í Ì.Ì. Áåçêîðîâàéíèé,
Â.Ì. Áóòóçîâ, Î.ª. Êîðèñò³í, Ä.É. Íèêèôîð÷óê, Þ.Þ. Îðëîâ, Þ.Ì. Îí³ùåíêî,
À.Ë. Òàòóçîâ, Î.Î. ×åðíîíîã òà ³íø³ íàóêîâö³. Ðàçîì ç òèì, íàïðàöþâàííÿ ó
ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè íàäàäóòü ìîæëèâ³ñòü á³ëüø ðåçóëüòàòèâí³øîãî òà
ä³ºâîãî àíàë³çó ê³áåðáåçïåêè, ùî, ó ñâîþ ÷åðãó, çãåíåðóº ìàñèâ çíàíü äëÿ ôîð-
ìóâàííÿ îá´ðóíòîâàíî¿ òà åôåêòèâíî¿ äåðæàâíî¿ ïîë³òèêè ùîäî ïðîòèä³¿ ê³áåð-
íåòè÷íèì çàãðîçàì.

ІНФОРМАЦІЙНЕ ПРАВО.
ПРАВО ІНТЕЛЕКТУАЛЬНОЇ ВЛАСНОСТІ
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Çðîñòàííÿ ñó÷àñíîãî ñóñï³ëüñòâà íåðîçðèâíî ïîâ’ÿçàíå ³ç çàïîá³ãàííÿì
ð³çíîìàí³òíèì çàãðîçàì, ÿê³ ïîñèëþþòüñÿ â ïåð³îä ðåôîðìóâàííÿ áóäü-ÿêî¿ ñôåðè
æèòòºä³ÿëüíîñò³ ñóñï³ëüñòâà [1]. Ïðîôåñîð Îëåêñàíäð Êîðèñò³í çàçíà÷àº, ùî
ïèòàííÿ ïðîòèä³¿ ã³áðèäíèì çàãðîçàì, çîêðåìà, ³íôîðìàö³éíèì òà ê³áåðíåòè÷íèì,
äîñòàòíüî øèðîêî òà êîìïëåêñíî îõîïëþº ïðîáëåìè íàö³îíàëüíî¿ áåçïåêè. Çàçíà-
÷åíå, ïåðø çà âñå, ïîòðåáóº ñóòòºâîãî àíàë³çó ñèòóàö³¿, äîñë³äæåííÿ òèõ ôàêòîð³â,
ùî ñïðè÷èíþþòü íåñïðîìîæí³ñòü åôåêòèâíîãî ðåàãóâàííÿ íà ïðîòèä³þ ã³áðèäíèì
çàãðîçàì, çîêðåìà ó ñôåðàõ ãðîìàäñüêî¿ áåçïåêè òà öèâ³ëüíîãî çàõèñòó. Ïîðÿä ç
öèì, îá’ºêòèâí³ñòü òà îá´ðóíòîâàí³ñòü ðåçóëüòàò³â äîñë³äæåííÿ ïîòðåáóº â³äïîâ³äíî¿
ìåòîäîëîã³÷íî¿ áàçè, ïðèéíÿòíîñò³ äàíèõ, ùî âèêîðèñòîâóþòüñÿ â àíàë³ç³, òà äæå-
ðåë, ç ÿêèõ âîíè íàäõîäÿòü [2; 3].

Ãëîáàë³çàö³éí³ òà ³íòåãðàö³éí³ ïðîöåñè, øâèäê³ òåõíîëîã³÷í³ çì³íè äàþòü
ìîæëèâ³ñòü óñâ³äîìèòè, ùî ñó÷àñíå ³íôîðìàö³éíå ñóñï³ëüñòâî îõîïëþº âñ³ ñôåðè
æèòòºä³ÿëüíîñò³ ëþäèíè ³ äåðæàâè, à ê³áåðñôåðà ñòàëà âàæëèâèì åêîíîì³÷íèì,
ïîë³òè÷íèì ³ ñîö³àëüíèì ðåñóðñîì [4, ñ. 28]. Ïðîòå, ïîñòàâèâøè ñîá³ íà ñëóæáó
ñó÷àñí³ íàäáàííÿ ê³áåðñôåðè, ñóñï³ëüñòâî íå ïåðåäáà÷àëî, ÿê³ ìîæëèâîñò³ äëÿ
çëîâæèâàííÿ ñòâîðþþòü ö³ òåõíîëîã³¿. Ñàìå ç ïî÷àòêó âèêîðèñòàííÿ ²íòåðíåò-
òåõíîëîã³é âèíèê îñîáëèâèé êëàñ çàãðîç íàö³îíàëüí³é áåçïåö³. Îäíàê, ÿê çàçíà÷àº
Î.À. Áàðàíîâ, øèðîêèõ ìàñøòàá³â ïðîáëåìà ê³áåðáåçïåêè íàáóëà òîä³, êîëè ìîæ-
ëèâà øêîäà â³ä ðåàë³çàö³¿ çàãðîç ó ñôåðàõ, äå âèêîðèñòîâóâàëèñü êîìï’þòåðí³ ñè-
ñòåìè òà òåëåêîìóí³êàö³éí³ ìåðåæ³, ñòàëà äîñÿãàòè âåëèêèõ îáñÿã³â [5, ñ. 133]. À
îòæå, ñë³ä óðàõîâóâàòè, ùî ïðîöåñ ãëîáàë³çàö³¿ ³íôîðìàö³éíèõ ïðîöåñ³â ìàº
çâîðîòí³é íåãàòèâíèé á³ê, ÿêèé ìàº ïðÿìå â³äíîøåííÿ äî ïðîöåñ³â çðîñòàííÿ
ê³áåðçëî÷èííîñò³.

Çðîñòàííÿ çàëåæíîñò³ ëþäèíè, ñóñï³ëüñòâà òà íàö³îíàëüíèõ ³íôðàñòðóêòóð
(åíåðãåòè÷íî¿, òðàíñïîðòíî¿, òåëåêîìóí³êàö³éíî¿) â³ä íàëåæíî¿ ðîáîòè ³íôîðìà-
ö³éíî-òåëåêîìóí³êàö³éíèõ ñèñòåì çóìîâëþº ¿õ óðàçëèâ³ñòü â³ä ê³áåðíåòè÷íèõ
çàãðîç, ùî, ó ñâîþ ÷åðãó, ï³äâèùóº ðèçèê âèíèêíåííÿ íàäçâè÷àéíèõ ñèòóàö³é,
ñòâîðþº ðåàëüí³ çàãðîçè æèòòºä³ÿëüíîñò³ ëþäèíè, ñóñï³ëüñòâà, äåðæàâè, ïîäàëüøîìó
ñîö³àëüíî-åêîíîì³÷íîìó ðîçâèòêó òà íàö³îíàëüí³é áåçïåö³ Óêðà¿íè [6, ñ. 299].

Ó Ñòðàòåã³¿ çàáåçïå÷åííÿ ê³áåðíåòè÷íî¿ áåçïåêè Óêðà¿íè çàçíà÷åíî, ùî
ïîáóäîâà ³íôîðìàö³éíîãî ñóñï³ëüñòâà â ð³çíèõ êðà¿íàõ ñâ³òó, ãëîáàë³çàö³ÿ ³íôîð-
ìàö³éíèõ ïðîöåñ³â, ñóòòºâå çðîñòàííÿ ðîë³ ³íôîðìàö³éíî¿ ³íôðàñòðóêòóðè â ð³çíèõ
ñôåðàõ ñóñï³ëüíîãî æèòòÿ ç îäíîãî áîêó ñòâîðþþòü ï³ä´ðóíòÿ äëÿ åôåêòèâíîãî
ñîö³àëüíî-åêîíîì³÷íîãî ðîçâèòêó äåðæàâ, çàäîâîëåííÿ êîíñòèòóö³éíîãî ïðàâà îñîáè
íà ³íôîðìàö³þ, ïîáóäîâè åôåêòèâíî¿ ñèñòåìè äåðæàâíîãî óïðàâë³ííÿ. Ç ³íøîãî, –
 ñó÷àñí³ ³íôîðìàö³éí³ òåõíîëîã³¿, ïåðåòâîðþþòü ³íôîðìàö³éí³ ñèñòåìè óðÿäîâîãî,
îáîðîííîãî, âèðîáíè÷îãî, êðåäèòíî-áàíê³âñüêîãî, êîìóíàëüíîãî òà ³íøèõ ñåêòîð³â
íà íàäçâè÷àéíî âðàçëèâ³ äëÿ ðåàë³çàö³¿ ê³áåðíåòè÷íèõ çàãðîç îá’ºêòè [7].

Ïðè öüîìó áåçïåêà òèñÿ÷³ êîðèñòóâà÷³â ìîæå âèÿâèòèñÿ çàëåæíîþ â³ä
äåê³ëüêîõ çëî÷èíö³â. Ïðîñòîòà, ëåãê³ñòü, àíîí³ìí³ñòü, äîñòóïí³ñòü ³ çàîùàäæåííÿ
÷àñó – ÿêîñò³, ùî ðîáëÿòü ³íôîðìàö³éí³ òåõíîëîã³¿ ïðèâàáëèâèìè äëÿ ëþäñòâà, –
 íå ìîãëè íå ïðèòÿãíóòè äî ñåáå óâàãè îñ³á, ùî çä³éñíþþòü ïðîòèïðàâíó ä³ÿëüí³ñòü.
Ç³ çðîñòàííÿì âèêîðèñòàííÿ ³íôîðìàö³éíèõ òåõíîëîã³é ó ð³çíèõ ñôåðàõ ä³ÿëüíîñò³
ëþäèíè çðîñòàº ³ âèêîðèñòàííÿ ¿õ ç ìåòîþ â÷èíåííÿ ê³áåðçëî÷èí³â.
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ßê çàçíà÷àþòü Î.Â. Îðëîâ òà Þ.Ì. Îíèùåíêî, ê³áåðçëî÷èíí³ñòü º íåìèíó÷èì
íàñë³äêîì ãëîáàë³çàö³¿ ³íôîðìàö³éíèõ ïðîöåñ³â. Æåðòâàìè ê³áåðçëî÷èíö³â ìîæóòü
ñòàòè íå ëèøå îêðåì³ îñîáè àáî ï³äïðèºìñòâà, àëå é ö³ë³ äåðæàâè, ùî, áåçïåðå÷íî,
º çàãðîçîþ íàö³îíàëüí³é áåçïåö³ [8]. Â.Ì. Ñåìåíîâ òà Î.Î. Ãèðê³íà ñëóøíî çàóâà-
æóþòü, ùî ñó÷àñí³ ³íôîðìàö³éí³ òåõíîëîã³¿ ïåðåòâîðþþòü ³íôîðìàö³éí³ ñèñòåìè
óðÿäîâîãî, îáîðîííîãî, âèðîáíè÷îãî, êðåäèòíî-áàíê³âñüêîãî, êîìóíàëüíîãî òà
³íøèõ ñåêòîð³â íà íàäçâè÷àéíî âðàçëèâ³ äëÿ ðåàë³çàö³¿ ê³áåðíåòè÷íèõ çàãðîç
îá’ºêòè [9, ñ. 235].

Ó ñó÷àñíîìó ñâ³ò³ ïðîãðåñ íåìîæëèâèé áåç öèôðîâîãî ³íôðàñòðóêòóðíîãî
áàçèñó – êëþ÷îâîãî êîìïîíåíòó åêîíîì³÷íîãî ðîçâèòêó. Ðåàëüíîþ º ñó÷àñíà
çàëåæí³ñòü ëþäèíè òà ñóñï³ëüñòâà ó ö³ëîìó â³ä ê³áåðïðîñòîðó, ùî îõîïëþº ïðèëàäè,
îáëàäíàííÿ, ïðîãðàìíå çàáåçïå÷åííÿ, êîìï’þòåðíó òåõí³êó, òåëåôîí³þ, ÿê³ º
íåâ³ä’ºìíîþ ñêëàäîâîþ ñó÷àñíî¿ ïîâñÿêäåííî¿ æèòòºä³ÿëüíîñò³. Öå òåëåêîìóí³êà-
ö³éí³ ìåðåæ³ óðÿäîâî¿, âèðîáíè÷î¿ òà ñîö³àëüíî¿ ñôåð, ñåêðåòí³ â³éñüêîâ³ òà ðîç-
â³äóâàëüí³ ìåðåæ³, â³äêðèòèé ²íòåðíåò, ëîêàëüí³ ìåðåæ³ îêðåìèõ ñóá’ºêò³â, ³íø³
ìàñîâ³ ìåðåæ³, ÿê³ ïîâ’ÿçàëè ëþäåé, ãðîìàäè, ï³äïðèºìñòâà òà ñóñï³ëüñòâà. Ñàìå
ðåàëüí³ñòü ê³áåðïðîñòîðó ³ ðîáèòü ðåàëüíèìè ðèçèêè, ÿê³ âèíèêëè ðàçîì ³ç íèì.

Ó öüîìó ³ º ³ðîí³ÿ ³íôîðìàö³éíîãî åïîõè – òåõíîëîã³¿, ùî ôîðìóþòü ìîæ-
ëèâîñò³ äëÿ ðîçâèòêó, ñòâîðþþòü ïëàöäàðì äëÿ ïðîÿâó íåãàòèâíèõ ïðîöåñ³â, íå-
ñàíêö³îíîâàíîãî âòðó÷àííÿ â ³íôîðìàö³éí³ ñèñòåìè òîùî. ÑØÀ ÿê îäíà ç íàéá³ëüø
³íôîðìàö³éíî ðîçâèíåíèõ êðà¿í îäíà ç ïåðøèõ ç³òêíóëèñÿ ç ïðîáëåìîþ çàáåçïå-
÷åííÿ íåäîòîðêàíîñò³ ïðèâàòíîãî æèòòÿ òà åêîíîì³÷íî¿ áåçïåêè äåðæàâè é ãðîìàäÿí.
Çà äàíèìè äîñë³äæåííÿ, ò³ëüêè çà äâà ðîêè ê³áåðçëî÷èíí³ñòü âàðòóâàëà àìåðèêàíöÿì
8 ìëðä äîëàð³â [10, ñ. 16]. Ó ñåðïí³ – æîâòí³ 2008 ðîêó õàêåðè îòðèìàëè äîñòóï
äî åëåêòðîííî¿ ïîøòè ³ íèçêè ôàéë³â ïåðåäâèáîðíî¿ êàìïàí³¿ Áàðàêà Îáàìè,
âêëþ÷àþ÷è äîêóìåíòè, ùî ðîçêðèâàþòü ïîë³òè÷í³ ïîçèö³¿ òà ïëàíè ïî¿çäîê
[10, ñ. 16]. Çà îö³íêàìè ôàõ³âö³â, ëèøå óïðîäîâæ ðîêó, ó ãëîáàëüíîìó âèì³ð³,
ê³áåðçëî÷èíè çàâäàþòü çáèòê³â íà ñóìó äî $ 1 òðëí âëàñíèêàì ³íòåëåêòóàëüíî¿
âëàñíîñò³ [11]. Åêîíîì³÷íå ïðîöâ³òàííÿ áóäü-ÿêîãî ñóñï³ëüñòâà â ÕÕ² ñòîð³÷÷³
çàëåæàòèìå â³ä ê³áåðáåçïåêè.

Ñïîëó÷åí³ Øòàòè Àìåðèêè, ÿê ³ á³ëüø³ñòü êðà¿í Çàõîäó, ç³òêíóëèñÿ ç íåîáõ³ä-
í³ñòþ çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè îñîáè, ñóñï³ëüñòâà òà äåðæàâè, çîêðåìà,
³ çà äîïîìîãîþ àäì³í³ñòðàòèâíî-ïðàâîâèõ çàñîá³â, ùî ñïðè÷èíåíî òåõí³÷íèì ïðî-
ãðåñîì ó ñôåð³ òåëåêîìóí³êàö³é òà ³íôîðìàö³éíèõ òåõíîëîã³é, ÿêèé ïðèçâ³â äî
âèíèêíåííÿ íèçêè àáñîëþòíî íîâèõ íåâðåãóëüîâàíèõ ïðàâîì ñóñï³ëüíèõ â³äíîñèí.

Ç ìåòîþ ³íñòèòóö³éíîãî çàáåçïå÷åííÿ ó òðàâí³ 2009 ðîêó ïðè ôåäåðàëüíîìó
óðÿä³ ÑØÀ áóëà ñòâîðåíà ªäèíà Ðàäà ç íàö³îíàëüíî¿ áåçïåêè, îäí³ºþ ç îñíîâíèõ
ôóíêö³é ÿêî¿ º ìîí³òîðèíã ðåàë³çàö³¿ ïîë³òèêè ê³áåðáåçïåêè. Ó Á³ëîìó Äîì³
ñòâîðåíî òàêîæ íîâèé â³ää³ë, ÿêèì êåðóº Êîîðäèíàòîð ç ê³áåðáåçïåêè, ùî ï³äïîðÿä-
êîâóºòüñÿ áåçïîñåðåäíüî Ïðåçèäåíòó [12]. Ó ìåæàõ ñâî¿õ ïîâíîâàæåíü Êîîðäèíàòîð
º â³äïîâ³äàëüíèì çà ³íòåãðàö³þ ³ çëàãîäæåíó ðîáîòó óñ³õ ñêëàäîâèõ äåðæàâíîãî
óïðàâë³ííÿ ó ñôåð³ ê³áåðáåçïåêè, çà ñï³âïðàöþ îô³ñó àäì³í³ñòðàö³¿ Ïðåçèäåíòà òà
çà êîîðäèíàö³þ ä³é ó âèïàäêó íàñòàííÿ íàäçâè÷àéíî¿ ïîä³¿ àáî ê³áåðàòàêè.

Ó ñâî¿é äîïîâ³ä³ â³ä 29 òðàâíÿ 2009 ðîêó Îáàìà âèçíà÷èâ ï’ÿòü ãîëîâíèõ
íàïðÿì³â ä³ÿëüíîñò³, çîêðåìà: ðîçðîáêà íîâî¿ ñòðàòåã³¿ çàáåçïå÷åííÿ áåçïåêè
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³íôîðìàö³éíî-òåëåêîìóí³êàö³éíèõ ìåðåæ Àìåðèêè; íàëàãîäæåííÿ âçàºìîä³¿
äåðæàâíèõ òà ì³ñöåâèõ îðãàí³â âëàäè ç ìåòîþ çàáåçïå÷åííÿ îðãàí³çîâàíî¿ â³äïîâ³ä³
íà ê³áåðàòàêè; çì³öíåííÿ ñï³âðîá³òíèöòâà äåðæàâíîãî òà ïðèâàòíîãî ñåêòîð³â,
îñê³ëüêè ïåðåâàæíà ê³ëüê³ñòü íàéâàæëèâ³øèõ ³íôîðìàö³éíèõ ³íôðàñòðóêòóð ó
ÑØÀ ïåðåáóâàº ó âëàñíîñò³ àáî óïðàâëÿºòüñÿ ïðèâàòíèì ñåêòîðîì; çàïðîâàäæåííÿ
íàö³îíàëüíî¿ ïðîïàãàíäèñòñüêî¿ êàìïàí³¿ ç ìåòîþ ïîøèðåííÿ ñåðåä íàñåëåííÿ
³íôîðìîâàíîñò³ òà ãðàìîòíîñò³ ó ñôåð³ öèôðîâèõ òåõíîëîã³é [13].

Ó ñ³÷í³ 2010 ðîêó ï³ä ÷àñ Âñåñâ³òíüîãî åêîíîì³÷íîãî ôîðóìó â Äàâîñ³ ãëàâà
êîìïàí³¿-ðîçðîáíèêà àíòèâ³ðóñíèõ ïðîãðàì McAfee Äåéâ ä³ Âåëò ñïîâ³ñòèâ ó÷àñíèê³â
ïðî ïî÷àòîê åïîõè “ãîíêè îçáðîºíü” ó ê³áåðïðîñòîð³. Çà éîãî ñëîâàìè, îñòàíí³ì
÷àñîì ñïîñòåð³ãàºòüñÿ ðóõ äåðæàâíèõ êîìï’þòåðíèõ ñòðóêòóð â³ä òðàäèö³éíèõ
îáîðîííèõ ñòðàòåã³é äî íàñòóïàëüíèõ. ²íòåðíåò ñòàº ïîëåì ì³æíàðîäíèõ áîéîâèõ
ä³é. Ï³âòîðà-äâà äåñÿòêè êðà¿í, ñåðåä ÿêèõ Ðîñ³ÿ, ÑØÀ òà Êèòàé, ãîòóþòüñÿ äî
ìîæëèâèõ îïåðàö³é â ²íòåðíåò³. Åêñïåðòè âæå çàêëèêàþòü äî àêòèâíîãî ïóáë³÷íîãî
îáãîâîðåííÿ ïðîáëåìè â³ðòóàëüíèõ âîºí [14, ñ. 58].

Ôàõ³âö³ McAfee âèÿâèëè îçíàêè çàñòîñóâàííÿ “ê³áåðçáðî¿” ïðèíàéìí³ â
ï’ÿòè êðà¿íàõ – ÑØÀ, Êèòàé, Ðîñ³ÿ, ²çðà¿ëü òà Ôðàíö³ÿ. ² öåé ñïèñîê ðîçøè-
ðþâàòèìåòüñÿ. Ö³ äàí³ áóëè ïðåäñòàâëåí³ ùå âîñåíè 2009 ðîêó â ÷åðãîâ³é äîïîâ³ä³
McAfee “Çâ³ò ïðî â³ðòóàëüíó çëî÷èíí³ñòü” [15]. Ñïîñòåð³ãàºòüñÿ ð³çêå çá³ëüøåííÿ
ê³ëüêîñò³ õàêåðñüêèõ àòàê â óñüîìó ñâ³ò³. Çà ï³äðàõóíêàìè McAfee, çà ð³ê ê³ëüê³ñòü
íîâèõ øê³äëèâèõ ïðîãðàì çðîñëà íà 500 %. Ñïîñòåð³ãàºòüñÿ ï³äâèùåíà óâàãà
ñâ³òîâî¿ ãðîìàäñüêîñò³ äî ê³áåðíåòè÷íî¿ ñôåðè. Öå íàî÷íî äåìîíñòðóº, íà äóìêó
ä³ Âåëòà, íåäàâí³é âèïàäîê ³ç êîìïàí³ºþ Google, ÿêà ï³ñëÿ õàêåðñüêî¿ àòàêè íà
ïîøòîâèé ñåðâ³ñ çàÿâèëà ïðî íàì³ð ïðèïèíèòè ðîáîòó â Êèòà¿. Àëå öå áóâ ëèøå
îäèí ³ç áàãàòüîõ ïîä³áíèõ íàïàä³â çà îñòàíí³ ðîêè, á³ëüø³ñòü æå ç íèõ áóëè
íåïîì³÷åí³. Òèì ÷àñîì åêñïåðòè ïîïåðåäæàþòü, ùî â ìàéáóòíüîìó ê³áåðàòàêè
ïðîòè êëþ÷îâèõ îá’ºêò³â æèòòºçàáåçïå÷åííÿ, ÿê³ â á³ëüøîñò³ ðîçâèíåíèõ êðà¿í
íåäîñòàòíüî çàõèùåí³, ìîæóòü îáåðíóòèñÿ âåëè÷åçíèì çáèòêîì. Óæå çàðàç, ÿê
ïîêàçàëî äîñë³äæåííÿ McAfee, àòàêè õàêåð³â îáõîäÿòüñÿ â ñåðåäíüîìó â $ 6,3 ìëí
íà äîáó, òîáòî â $ 1,75 ìëðä íà ð³ê ó âñüîìó ñâ³ò³ [16, ñ. 45]. Íàéäîðîæ÷³ – íàïàäè
íà ìåðåæåâó ³íôðàñòðóêòóðó íàôòîãàçîâîãî ñåêòîðà. Àíòèâ³ðóñíà êîìïàí³ÿ McAfee
ñï³ëüíî ç Öåíòðîì ñòðàòåã³÷íèõ ³ ì³æíàðîäíèõ äîñë³äæåíü (CSIS) ïðåäñòàâèëà
íà Âñåñâ³òíüîìó åêîíîì³÷íîìó ôîðóì³ â Äàâîñ³ çâ³ò ïðî ðåçóëüòàòè äîñë³äæåííÿ,
ïðîâåäåíîãî ñåðåä øåñòèñîò êåð³âíèê³â íàôòîâèõ ³ ãàçîâèõ îá’ºêò³â, åëåêòðîñòàíö³é
òà ³íøî¿ êðèòè÷íî âàæëèâî¿ ³íôðàñòðóêòóðè.

Çàçíà÷åíå ï³äòâåðäæóºòüñÿ é ³íøèìè äîñë³äæåííÿìè. Ó ìåæàõ åêñïåðòíîãî
îïèòóâàííÿ 54 % ðåñïîíäåíò³â, ÿê³ çàéìàþòü âèù³ ëàíêè ìåíåäæìåíòà ï³äïðèºìñòâ,
ñïîâ³ñòèëè ïðî íàÿâí³ çáèòêè â³ä âåëèêîìàñøòàáíèõ ê³áåðàòàê, ùî áóëè  ó
ìèíóëîìó. Îêð³ì òîãî, 37 % ðåñïîíäåíò³â ïîâ³äîìèëè ïðî òå, ùî ÷åðåç ñêîðî÷åííÿ
êîðïîðàòèâíèõ áþäæåò³â ñèòóàö³ÿ ç ê³áåðáåçïåêîþ ïîã³ðøèëàñÿ. À 40 % îïèòàíèõ
î÷³êóþòü âåëèêîãî ³íöèäåíòó â ñôåð³ ê³áåðíåòè÷íî¿ áåçïåêè. Ñåðåäíÿ âåëè÷èíà
çáèòê³â, ñïðîâîêîâàíèõ âòðó÷àííÿì ó ðîáîòó IT-ñèñòåì, ïðîãíîçóºòüñÿ â ìåæàõ
6,3 ì³ëüéîíà äîëàð³â íà äåíü. Â³äïîâ³äàëüí³ñòü çà çàïîá³ãàííÿ òàêèì àòàêàì 45 %
îïèòàíèõ ïîêëàäàþòü íà ðåã³îíàëüí³ àáî ì³ñöåâ³ îðãàíè âëàäè [17, ñ. 27].

Äîñë³äíèöüê³ óñòàíîâè ÎÎÍ òàêîæ àêòèâíî çàéìàþòüñÿ îö³íþâàííÿì
³íôîðìàö³éíî¿ áåçïåêè ó ãëîáàëüíîìó ñâ³ò³. Çîêðåìà, íàÿâí³ àíàë³òè÷í³ ³í³ö³àòèâè
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ùîäî ìîæëèâîñò³ ñòâîðåííÿ íàñòóïàëüíèõ îçáðîºíü äëÿ àòàê íà ³íôîðìàö³éí³
ñèñòåìè é ìåðåæ³. Íà 55-é ³ 56-é Ãåíåðàëüíèõ Àñàìáëåÿõ ÎÎÍ áóëè ïðèéíÿò³
ðåçîëþö³¿ 55/63 ³ 56/121, ùî ñïðÿìîâóâàëèñÿ íà áîðîòüáó ç êðèì³íàëüíèì âèêîðè-
ñòàííÿì ³íôîðìàö³éíî¿ ³íôðàñòðóêòóðè. Çàçíà÷àëîñÿ, ùî âðàçëèâîñò³ ³íôîðìàö³é-
íî¿ ³íôðàñòðóêòóðè çá³ëüøóþòü ìîæëèâ³ñòü ê³áåðíåòè÷íèõ àòàê, ³ ñóñï³ëüñòâî
ìàº áóòè ãîòîâèì äî öèõ òåõíîëîã³÷íèõ âèêëèê³â, à òàêîæ, ùî öå ïèòàííÿ ÿê
ñòðàòåã³÷íî¿ âàæëèâîñò³, òàê ³ ïîë³òè÷íî¿ âîë³, åêîíîì³÷íî¿ òà ñîö³àëüíî¿ â³äïîâ³äàëü-
íîñò³ [18]. Çàïîá³ãàííÿ öèì çàãðîçàì ïîòðåáóº óçãîäæåíèõ ä³é ì³æ íàö³ÿìè
òà ì³æíàðîäíèìè îá’ºäíàííÿìè, à òàêîæ ì³æ äåðæàâíèì ³ ïðèâàòíèì ñåêòîðà-
ìè.

Ó ãðóäí³ 2003 ð. 57-ìà Ãåíåðàëüíà Àñàìáëåÿ ÎÎÍ ïðèéíÿëà ðåçîëþö³þ 57/
239 “Ñòâîðåííÿ ãëîáàëüíî¿ êóëüòóðè ê³áåðáåçïåêè”, çà ÿêîþ êóëüòóðà áåçïåêè
ìàº ôîðìóâàòèñÿ ó âçàºìîä³¿ äåðæàâíèõ ³ ïðèâàòíèõ ó÷àñíèê³â, âêëþ÷àþ÷è ðîç-
ðîáíèê³â ³ êîðèñòóâà÷³â ²Ò, ðåãóëÿòîðí³ é íàãëÿäîâ³ îðãàíè. Çàçíà÷åíî, ùî íåîá-
õ³äíèì º óñâ³äîìëåííÿ ³ñíóþ÷èõ ðèçèê³â ïðè âïðîâàäæåíí³ ²Ò â ³íäóñòð³àëüíó,
åêîíîì³÷íó, ñîö³àëüíó ñôåðè, ³äåíòèô³êàö³ÿ äæåðåë çàãðîç ³ îá’ºêò³â êðèòè÷íî¿
³íôðàñòðóêòóðè, ðîçðîáêà ìåòîäîëîã³¿ îö³íþâàííÿ çàãðîç òà àäåêâàòíîñò³ çàõîä³â
çàõèñòó ç óðàõóâàííÿì åòè÷íèõ ³ äåìîêðàòè÷íèõ ïðèíöèï³â, ôîðìóâàííÿ ñèñòåìè
óïðàâë³ííÿ áåçïåêîþ [18].

Ó ãðóäí³ 2003 ðîêó 58-ìà Ãåíåðàëüíà Àñàìáëåÿ ÎÎÍ ïðèéíÿëà ðåçîëþö³þ
58/199 ùîäî ñòâîðåííÿ ãëîáàëüíî¿ êóëüòóðè ³íôîðìàö³éíî¿ áåçïåêè òà çàõèñòó
êðèòè÷íî¿ ³íôîðìàö³éíî¿ ³íôðàñòðóêòóðè [19], â ÿê³é ï³äêðåñëþºòüñÿ âçàºìîçàëåæ-
í³ñòü êðà¿í ó çâ’ÿçêó ç³ çðîñòàííÿì çàãðîç òà âðàçëèâîñò³, íàãîëîøóºòüñÿ íà âàæ-
ëèâîñò³ çàëó÷åííÿ ìåíø ðîçâèíóòèõ êðà¿í ó ïðîöåñ çàõèñòó êðèòè÷íî¿ ³íôîðìàö³é-
íî¿ ³íôðàñòðóêòóðè øëÿõîì íàäàííÿ ìåòîäîëîã³÷íî¿ ³ òåõíîëîã³÷íî¿ ï³äòðèìêè,
âèêîðèñòàííÿ íàéêðàùèõ ïðèíöèï³â ó ö³é ñôåð³, íàïðèêëàä, óçãîäæåíèõ íà ïàðèçü-
ê³é çóñòð³÷³ 2003 ðîêó.

Íàö³îíàëüíà áåçïåêà Óêðà¿íè, ¿¿ åêîíîì³÷íå ïðîöâ³òàííÿ òà ñîö³àëüíå
áëàãîïîëó÷÷ÿ âñå á³ëüøå çàëåæàòü â³ä äîñòóïíîñò³, ö³ë³ñíîñò³ òà êîíô³äåíö³éíîñò³
³íôîðìàö³éíèõ ðåñóðñ³â, ùî çàáåçïå÷óþòüñÿ ³íôîðìàö³éíèìè òà êîìóí³êàö³éíèìè
òåõíîëîã³ÿìè, àáî â á³ëüø øèðîêîìó ðîçóì³íí³ –  ê³áåðïðîñòîðîì. Âîäíî÷àñ
çðîñòàííÿ çàëåæíîñò³ â³ä ³íôîðìàö³éíî-êîìóí³êàö³éíèõ òåõíîëîã³é ðîáèòü ñó÷àñíå
óêðà¿íñüêå ñóñï³ëüñòâî á³ëüø óðàçëèâèì ïåðåä ìîæëèâèìè íåãàòèâíèìè íàñë³äêà-
ìè ïðîòèïðàâíîãî âèêîðèñòàííÿ ê³áåðïðîñòîðó [7]. Òîìó àêòóàëüíèì º ïèòàííÿ
àäì³í³ñòðàòèâíî-ïðàâîâîãî ðåãóëþâàííÿ çàáåçïå÷åííÿ òà îðãàí³çàö³¿ ê³áåðáåçïåêè
ÿê ñòðóêòóðíîãî åëåìåíòà íàö³îíàëüíî¿ áåçïåêè Óêðà¿íè.

Ìîæíà êîíñòàòóâàòè, ùî â Óêðà¿í³ â ïîâíîìó îáñÿç³ ïðèñóòí³ âñ³ êëþ÷îâ³
“êëàñè÷í³” ê³áåðçëî÷èíè ³ ùîðîêó ¿õ ê³ëüê³ñòü çðîñòàº [20]. Äîñë³äæåííÿ â³äîìîãî
í³ìåöüêîãî îïåðàòîðà çâ’ÿçêó Deutsche Telecom ï³äòâåðäæóþòü âèñîêèé ð³âåíü
çàãðîç ó ê³áåðïðîñòîð³, ó ðåçóëüòàò³ ÿêîãî Óêðà¿íà çàéìàº ÷åòâåðòå ì³ñöå ó ñâ³ò³
ñåðåä êðà¿í-äæåðåë ê³áåðíåòè÷íèõ àòàê. Ò³ëüêè ïðîòÿãîì ëþòîãî 2013 ð. ç òåðèòîð³¿
Óêðà¿íè ¿õ áóëî çä³éñíåíî 566 òèñÿ÷ [21].

Äî ãîëîâíèõ òåíäåíö³é ðîçâèòêó ê³áåðíåòè÷íèõ çàãðîç â³äíîñÿòü:
– çðîñòàííÿ ê³ëüêîñò³ ê³áåðíåòè÷íèõ àòàê, áàãàòî ç ÿêèõ ïðèçâîäÿòü äî âå-

ëèêèõ âòðàò;
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– çðîñòàííÿ ñêëàäíîñò³ ê³áåðíåòè÷íèõ àòàê, ÿê³ ìîæóòü âêëþ÷àòè ê³ëüêà
åòàï³â ³ çàñòîñîâóâàòè ñïåö³àëüí³ ìåòîäè çàõèñòó â³ä ìîæëèâèõ ìåòîä³â ïðîòèä³¿;

– âïëèâ ïðàêòè÷íî íà âñ³ åëåêòðîíí³ (öèôðîâ³) ïðèñòðî¿, ñåðåä ÿêèõ îñòàíí³ì
÷àñîì âñå á³ëüøîãî çíà÷åííÿ íàáóâàþòü ìîá³ëüí³ ïðèñòðî¿, à âîíè íàéá³ëüøîþ
ì³ðîþ ñõèëüí³ äî ðèçèê³â ó ñôåð³ ê³áåðáåçïåêè;

– óñå ÷àñò³ø³ âèïàäêè íàïàäó íà ³íôîðìàö³éíó ³íôðàñòðóêòóðó âåëèêèõ
êîðïîðàö³é, íàéâàæëèâ³øèõ ïðîìèñëîâèõ îá’ºêò³â ³ íàâ³òü äåðæàâíèõ ñòðóêòóð;

– çàñòîñóâàííÿ íàéá³ëüø ðîçâèíåíèìè ó ñôåð³ êîìï’þòåðíèõ òåõíîëîã³é
êðà¿íàìè çàñîá³â ³ ìåòîä³â ê³áåðíåòè÷íèõ íàïàä³â íà ³íø³ äåðæàâè [22].

Öå ï³äòâåðäæóºòüñÿ ïðàêòè÷íî ùîäåííèìè çâåäåííÿìè íîâèí, ó ÿêèõ ïîâ³-
äîìëÿºòüñÿ ïðî íîâ³ àòàêè â ê³áåðíåòè÷í³é ñôåð³. Òàê, íàïðèêëàä, çà îñòàíí³ ðî-
êè çá³ëüøèëèñü ê³áåðíåòè÷í³ àòàêè, ìåòîþ ÿêèõ º çëàì ïðîâ³äíèõ ñèñòåì çàõèñòó
³ ñòâîðåííÿ çàãðîçè íàö³îíàëüí³é ³íôðàñòðóêòóð³ (éìîâ³ðíå äæåðåëî – Êèòàé) [23].
Ó 2013 ð. ïðåäñòàâíèêàìè Ëàáîðàòîð³¿ Êàñïåðñüêîãî áóëî îïóáë³êîâàíî ³íôîðìàö³þ
ïðî ðîçêðèòòÿ øïèãóíñüêî¿ ìåðåæ³ Red October, ÿêà ïðîòÿãîì ï’ÿòè ðîê³â çàé-
ìàëàñÿ ðîçêðàäàííÿì äåðæàâíèõ ñåêðåò³â. Öå ñêëàäíèé êîìïëåêñ øê³äëèâèõ
ïðîãðàì (áëèçüêî 1000 øê³äëèâèõ ôàéë³â, ùî íàëåæàòü äî 30 ð³çíèõ ãðóï ìîäó-
ë³â) [24]. Àíàëîã³÷í³ ìåòîäè âæå àêòèâíî çàñòîñîâóþòüñÿ ³ äëÿ ìîá³ëüíèõ ïðèñòðî¿â
íà ïëàòôîðì³ Android [25].

Íà ïî÷àòêó 2014 ð. áóëî çä³éñíåíî ñåð³þ àòàê íà íàéá³ëüø³ àìåðèêàíñüê³
ÇÌ², ùî çìóñèëî óðÿä ÑØÀ ùå ðàç ñåðéîçíî çàäóìàòèñÿ ïðî ïîñèëåííÿ ê³áåðáåç-
ïåêè ó êðà¿í³ [26].

Çà îö³íêàìè ²íòåðïîëó, ê³ëüê³ñòü ê³áåðçëî÷èí³â çðîñòàº ïðîïîðö³éíî ê³ëüêîñò³
êîìï’þòåðíèõ ìåðåæ, à òåìïè çðîñòàííÿ ïðàâîïîðóøåíü òà çëî÷èí³â ó ê³áåðïðîñòîð³
º íàéøâèäøèìè íà ïëàíåò³. À îòæå, ïðîáëåìà ïðàâîâîãî òà îðãàí³çàö³éíîãî çàáåç-
ïå÷åííÿ ê³áåðáåçïåêè ìàº áåçïîñåðåäíº â³äíîøåííÿ äî îá³ãó ³íôîðìàö³¿, òàêîæ ³
ùîäî çàáåçïå÷åííÿ ñóá’ºêò³â ³íôîðìàö³éíèõ â³äíîñèí ñâîº÷àñíîþ, ïîâíîþ òà äî-
ñòîâ³ðíîþ ³íôîðìàö³ºþ, à êð³ì òîãî, äî íåäîïóùåííÿ íåñàíêö³îíîâàíîãî âèêîðè-
ñòàííÿ ³ ïîøèðåííÿ ³íôîðìàö³¿, ïîðóøåííÿ ¿¿ ö³ë³ñíîñò³ òà êîíô³äåíö³éíîñò³.
Ê³áåðçëî÷èíè õàðàêòåðèçóþòüñÿ òàêèìè îñîáëèâîñòÿìè: âèñîêîþ ëàòåíòí³ñòþ;
ñêëàäí³ñòþ ¿õ âèÿâëåííÿ òà ðîçñë³äóâàííÿ; ñêëàäí³ñòþ äîêàçóâàííÿ çà ìàòåð³àëàìè
êðèì³íàëüíèõ ïðîâàäæåíü; òðàíñíàö³îíàëüíîþ ñêëàäîâîþ â îñíîâíîìó ç âèêî-
ðèñòàííÿì ³íôîðìàö³éíî¿ ìåðåæ³ ²íòåðíåò; âèñîêèì çáèòêîì íàâ³òü â³ä îäèíè÷íîãî
çëî÷èíó.
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The article focuses on research regarding cyber security as a threat in global
cyberspace. It is emphasized that technological progress in telecommunications and
information technologies has led to the emergence of a number of completely new
unregulated social relations. According to this aspect, most States faced the need of
ensuring information security of the individual, society and the State, primarily
through administrative and legal means.

The questions of countering hybrid threats, in particular information and cyber
threats, cover national security issues in a broad and comprehensive manner. Therefore,
there is a need for a significant analysis of the situation, investigating the factors that
cause failure to respond effectively and counter hybrid threats, in particular in the
areas of public security and protection. However, the objectivity and validity of the
research results requires an appropriate methodological basis, the acceptability of the
data used in the analysis and the sources from which they are coming.

Analyzing information on new attacks in the area of cybernetics, the main trends
in the development of cyber threats have been identified, and it has also been noted
that in recent years there has been an increase in cyber attacks aimed at disrupting
advanced systems of protection and threatening national infrastructure.

Particular emphasis is placed on the fact that today there is a pressing problem
of legal and organizational cybersecurity. In this context, this is directly related to the
circulation of information, ensuring that subjects of information relations are provided
with timely, complete and accurate information, to prevent unauthorized use and
dissemination of information, violating its integrity and confidentiality.

The article concludes that cybercrime is characterized by high latency; difficulty
of detection and investigation; difficulty of proving from the materials of criminal
proceedings; transnational component mainly using the Internet information network;
high damage even from a single crime.

Keywords: cyberspace, cybercrime, threats, security, globalization, cyber threats,
information space.
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